PostLink

PoccumucKad 3almuueHHas
CUCTEeMa ANSa KOprnopaTuBHOM
CBi3M

KoMnneKcHoe pelueHme gna noboi opraHmsaumm:
obMeHKrBamTeCb COOBLLEHUAMM 1 PalnaMu,

coBepluanTe ayamo- M BUOEO3BOHKMW, OOLLI@MNTECH B MPYMMNOBbIX
yaTtax, MCronb3ymTe BUaOeo-KoHdEepeHL-CBA3b 419 COBELLAHUNA.

PostLink BktoveH B EOMHbBIN peecTp pOCCUMCKUX MPOrpamMm
019 2MEKTPOHHbIX BbIYMCNUTENbHbIX MalUWMH 1 633 gaHHbix (3anmcb N2 14913).
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CTPYKTYPUPOBaHHbIA CTUMCOK KOHTAaKTOB
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KoHTaKTbI oLic MNpynnbi
OOBLLMIN CMMCOK KOHTAKTOB CTPYKTYPUPOBaAHHbIM CMUCOK BCEX BO3MOXHOCTb
C BO3MOXKHOCTbO NMOUCKa pPaboTHUKOB OpraHM3aumm rPYNMNMPOBKU KOHTAKTOB
C YKasaHuveM rnogpasgeneHunim MO IMYHbIM KPUTEPUAM

M OOMKHOCTEN



Ba3oBble GYHKLUMOHANIbHbIE€ BO3MOXHOCTM

= MepcoHanbHbIE U rPyNMNoBbie YaTbl
= Ayamo- u BUAeo-KoHPpepeHL-CBA3b
= 3awmTa nepepgaBaeMbiX AaHHbIX

= NlonocoBble cOO6LLEHMUSA

= Paccbinika coo6blueHmm

= PepakTupoBaHMe COOOLLEHUN

= CucrtemMma o6aaBNeHUM

n Gaunbi

= NMouck




AyAano- n Bnaeo-KoHpepeHL-CBA3b

NpynnoBbie 3BOHKMU

BO3MOYKHOCTb OpraHmMsaumm ayomo- M BMOeO3BOHKOB
c prI'II'IOl7I KOHTaKTOB

TpaHcnauua 3KpaHa

BO3MOXHOCTb OEMOHCTPaUMM SKPaHa HenocpeaCrBeHHO
B 3BOHKe

3anucb 3BOHKOB

3anuncb 3BOHKOB B ayﬂ,mocbal?m C BO3MOXHOCTbHO
COXpPaHWNTb ero J1IoKasibHO Ha yCTpOPICTBO M nogernTbCd
C KoJiieraMmum B 4HaTte




FpPynnoBbie YaTbl U KaHaJbl

O6LWwenocTynHbi€ U NPUBaTHbIE
rpynnoBbie YaTbl

rpyI—II_IOBbIe 4aTbl C HEOTIPaAHNYEHHbBIM KOJTMHECTBOM
YHaCTHUKOB N BOSMOXXHOCTbO MOLepaL

Onpochbl

CozfgaHKre B rpynnoBbiX YaTax OMpoCOB C BO3ZMOMHOCTbIO
orpaHn4veHuMd X rno BpemMeHm

KaHanbl

MNy6nmyHble N MPUBATHbIE KaHallbl C HEOrPaHUYEHHOM
aygunTtopumen. BaxkHo nMHDopMaumem n HOBOCTIMM

C noanvcYMKaMm OenaTcs aAMUHUCTPATOPbI

M MoLepaTopPbl KaHaNnoB




O6baBneHnA

My6énukauma v npocMoTp
O6GDbSIBNIEHUM

My6anKaLmMa HOBOCTEM, COBbITUM M MPKWKA30B A9 BCeX
COTPYOHWMKOB KOMMaHUN B €0UHOM, KOHTPOTMPYEMOM
MpoCTpaHCcTBe

O6sa3aTenbHble 06bABNEHUA

BO3MO»HOCTb CO30aBaTb 06bAa BI1IeHWNH, obs3aTenbHble
04 MpoCMOTPa NnoJib3oBaTes/iIdMK




be30nacHoOCTb

PostLink

LindppoBaHue

B3anMHaga ayTeHTUdUKALMA KITMEHTCKMX YCTPOWMCTB
M cepBepa, BpeMeHHbIe CeaHCOBbIe KITouM

3awméHHana pa6éora yepes VPN

BO3MOXXHOCTb MOAKIIOYEHMSA Yepe3 COOBCTBEHHbIM VPN
3aka3umka: Wireguard, Open VPN, ViPNet, KOHTVUHeHT

YnpaBneHue yCTpoucTBaMM

YoaneHue, 61I0KMPOBKaA YCTPOMCTB, OnoBeLleHue
O pPermncTpaumm HOBbIX YCTPOMCTB 1 MO403PUTENbHbIX
MOMbITKaX BXOOa

YMHasna perucrpaums

MNprBA3Ka 3aperncTpUpoOBaHHOIO YCTPOMUCTBA

K KOHQUrypaumMm annapaTHbIX CPeAcTB C Lesbio 33 Thl
OAHHbBIX OT KPaXXy U MOYHEHUS K HAM OO0CTyMNa Ha ApYyrmx
YCTPOMCTBAx

UpneHTudmkKauma
M ayTeHTUdOMKauma

IByxdaKTopHasa aBTOpPU3aLLUSA, KOPNOPaTMBHAA yYeTHas
3anumcb, NpUBA3Ka K HOMepy TesledpoHa, OQHOPAa30BbLIN
rnaposnb ns CMC

BNOKMPOBKA NPUIOXKEeHUSN
npm 6es3nemMcTBMM NONb30oBaTeNs

ABTOMaTM4ecKad MNPEPMOCTaHOBKa OOCTYIMa NMoJ1ib30BaTe/1Hd
K MTPUITOXKEHUNIO MPKN ero HEaAKTUBHOCTKW 00 NMPOXoXxKOeHWNA
MM I'IOBTOpHOl7I aBTOpKM3al



KopnopaTuBHaa 6€30MacHOCTb

NMceBagoHUM

AHOHUMM3ALMA MOMNb30BaTENA C MOMOLLbIO MCeEBOOHMMA

KopnopaTuBHbIX cepBep

BO3MOXXHOCTbL pa3BepThiBaHWA CepBepa Ha CTOPOHE
3aKa34MrKa

rpyn nbl BUAMMOCTMU

Da3rpaHV|L-|eH|/|e obnactu BUONMOCTU 6a30BOro crnmcka
KOHTaKTOB

OAUcTaHUMOHHAaA OYUCTKA AAaHHbIX
NMPUNOXEeHUA

BO3MOXHOCTb yAaneHHOW O4MCTKK KaTanora
COXPaHEHHbIX GanMoB Ha YCTPOMCTBE NMOfb30oBaTeNs
aoMWMHUCTPATOPOM CUCTEMDI

UHTerpaumsa co cny6éamm
KaTanoros

[aHHble Nonb3oBaTena 3arpy»katotca M3 Active
Directory, LDAP, ALD Pro nnv nogo6HbIx
BHYTPMKOPMOPATUBHbIX CUCTEM

UHTerpauumsa ¢ DLP-cucremamm

MpoBepKa COOBLLEHUIM Ha COOTBETCTBME
MoNMTMKaM 6e30MacHOCTU




Oono/IHNTENIbHbIEe BOBMOXHOCTHU

ABTOoypnaneHume ¢dannos nocne
CKauuBaHuSA

Tarnmep aBTOMaTMYecKoro yganeHua dannos
B MepCOoHabHbIX YaTax Mocrne ckadmBaHMs (0T 5 MUHYT
[0 3 Mecqauen)

Meama

BO3MOXHOCTb MPUMEHSATb CXKaTue NpPM OTrpaBKe
M NPeanpocMoTp B 06/1acTM YaTa

YaT-60ThbI

BO3MOXHOCTb CO30aHMA BMPTYalTbHOIo OoHNawnH
CO6€C€,EI,HI/IKEI — NOMOLLLb B aBTOMAaTM4eCKoM noggepxkKe
6V13H€C—FlpOLI,eCCOB

E)xxegHeBHasa OUMMCTKA Nanku
COXpaHeHHbIx ¢pannos

BO3MOXXHOCTb aBTOMATUUYECKOW eXXeAHEBHOW OYMNCTKU
KaTasiora ¢ COXpaHEHHbIMK U3 MPUTOXKEHMNA CIDal;IJ'IaMl/I

BCTPOEHHbI@ UHCTPYMEHTDI
npocMoTpa dannos

MPOCMOTP JOKYMEHTOB, M306paXkeHu, ayamo-
1 BuOeodannoB BCTPOEHHbIMU CpeacTBamMm




NMNnaHbl pa3BuUTUA
MoBbiLleHUe YPOBHSA 6e30MacHOCTH

Ceptudukauma OCTIK

ObecneyeHne COOTBETCTBUA NMPUNOKEHUA TpeboBaHUAM
6e30MacHOCTU MHPOPMaLIMKM NO 4 1 6 YPOBHAM OOBEPUS

NMoanep)XKa KPUNTOKOHTEMHEPOB

Mcrnonb3oBaHMe KpVIHTOKOHTel;IHepOB 04 6e3onacHoro
XPaHeEHWNA OaHHbIX

BHeapeHUue cepTuPUUMPOBaAHHDbIX
KpuntTonpoBamaepos

3awndpoBaHHoOe XpaHeHre nHPopMaLKKY Nonb3oBaTens,
3alUMTa AaHHbIX MOoMb30oBaTeNa OT BO3MOXHOCTM B3/10OMa,
nepexeaTa M MOXULLEHMS




NMNnaHbl pa3BuUTUA
PacumpeHue PyHKLMOHANbHOCTH

depepanusauma

BO3MOXHOCTb O6MeHa OaHHbIMU Mexay MNoNb30BaTeNaMMU,
HaxoOAWMMMCA Ha Pa3HbIX TepPUTOPUATBHO-
pa3HecéHHbIX cepBepax

MuUuKpocepBUCHaNa apXUTeKTypa
cepBepa

ObecneyeHre ropU3oHTaNIbHOrO MacLLTabMPOBaHUSA
cepBepa M BO3MOXHOCTb PaboTbl B 0bnake

KopnopaTuBHOe XpaHUAuLe
AaHHbIX

JOCTYMHOCTb CKayaHHbIX Galnos ¢ Noboro
yCTpomcTBa 24/7

OTnpaBKa OT/NIOXXEHHbIX
COO6GLLEeHUN

3aI'IJ'IaHl/IpOBaHHaFI OTrpaBKa coobLeHnM agpecartamM
CTpOoro B Ha3HAYeHHbIN CPOK



KoMnaHuda

O6LecTBO C OrpaHUYEeHHOM OTBETCTBEHHOCTbIO «CneLuuanbHbIN
TexHonornyeckum LleHtTp» (OO0 «CTLL»)

00O «CTL» paboTaeT Ha POCCMMNCKOM M MeXAOYHaPOLHOM PbIHKAaxX M3MepUTENbHOro 06opyaoBaHMS

c 2001 roga.

3a 25 net paboTbl NpeanpuaTmre 3aHa10 TOnpyroLLee NonoxxeHmne B chepe Npom3BOACTBa CPEACTB
M KOMMNEKCOB PaAnoOKOHTpoN4. BbinyckaeMasa NnpoayKLmMa aKCryaTUpyeTca BO BCEX PermMoHax
Poccuimckom ®enepaum v 6m>KHEM 3apybexbe.

MapTHepbl

t Poctenekom

Poccumckmim npoBavgep ULMppoBbIX
YCNyr M CepBUNCOB. 3aHUMaeT
nmgupyrowme nosnumnm

Ha POCCUIMCKOM PbIHKe
BbICOKOCKOPOCTHOIO AOCTyMa

B MHTEPHET, naaTtHoro TB, xpaHeHuqa
M 06PaBOTKM OAHHbIX, a TaKXKe
Knbepbe3onacHoOCTK.

— "] OTKPbITASA
MOBUJIbHASA
| NNAT®OPMA

3aHKMMaeTca pa3paboTKom

1 BHEOPEHMEM POCCUIMNCKOM
MOBUMIbHOM OMNEPALLMOHHOW CUCTEMDI
ABpopa 1 NnathopMbl yrnpaBieHmnsa
MOOBUMIbHbIMK YCTPOWMCTBaMM ABpPOpPaA
LleHTp, a TakxKe Opyrmx peLlueHunn,
KOTOPble NO3BONAKOT CTPOUTDL
OOBEPEHHYIO MOBUMbHYIO cpeay.

[ASTRAﬁLINUXﬂ

Poccumckmim paspabotumk

M U3roTOBUTENb Pa3MNUHbIX
NPOrpaMMHbIX MPOAYKTOB, B TOM YKcne
OTeYeCTBEHHbIX OMNepPaLMOHHbIX
cuctem (OC) cememcTtBa Astra Linux,
peanu3aumng npasa UCNofb30BaHMA
KOTOPbIX O19 KOHEUHbIX
Mosb30BaTENEN OCYLLECTBNFETCH
yepes3 aBTOPM30BaHHbIX MAPTHEPOB.




KOHTaKTbI

3aMHTEepPEeCcOBaHHbIM OpraHMn3aLmMam npegocrTaBngaeTca 6ecnnaTHags
npobHaa Bepcua NnpunoyxxeHmnsa «PostLink»




